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Executive Summary
Nearlyall businessesuseIT. A commonsetof servicesincludingemail,intranetand
office automationareroutinelyprovided. In additiontheremaybeapplications
specificto thebusinesswithout which thebusinesscouldnot functioneffectively.

Do businessesspenda disproportionatefractionof theIT budgeton thebasicsoftware
infrastructureandoffice tools,leavingtoo little for maintainingandenhancingthe
crucialapplicationswhich maydefinecompetitiveadvantage?

Thispaperis abouttheavailabilityanddependabilityof free“OpenSource”software
whichcandelivera stableandreliablenetworkinfrastructurewith no softwarelicence
costsandreducedsupportcosts.MoreovermanyOpenSourcesoftwarepackages
implementpublishedindustrystandards,thusensuringinteroperabilityand
significantlyreducingtheredundancyandincompatibilitywhicharecommonly
associatedwith softwareupgrades.Thesesoftwaresystemsarescalableandare
relevantto anindividualaccountantor amulti � nationalbank,a cornershopkeeperor
asupermarketchain.

Although,strictly speaking,Linux is simply anoperatingsystemkernelprovidinga
platformfor softwareapplications,Linux distributionsencompassarangeof
applicationsincludingbothopensourceandcommercialsoftware. Linux runson
handheldcomputersandIBM mainframesaswell asIntel� basedsystemsandother
processors,suchasCompaqAlphaServers.

LOOK Systemshasdevelopedexpertisein Linux anda rangeof OpenSource
packagesprovidingmanyof thecommonrequirementsof businesses'IT networks.
Serverservicesincludefirewall, routing,webcaching,emailmanagement,web
server,ecommerceserver,networklogon,file server,print serveranddatabaseserver.
Linux canalsobeusedon thedesktopprovidinga graphicaldesktop,emailclient,
webbrowserandoffice automationsuiteaswell asprovidinganenvironment
supportedby agrowingnumberof commercialapplications.

Linux andUnix systemsarenot frequentlytargetedby virusattacks.Nevertheless
securitymanagementandtheapplicationof patchesfor keysoftwarecomponentsis
critically important. LOOK monitorssuchrequirementsandhasimplementedsimple
buteffectiveanti� virusmeasuresfor email.

Throughtheintroductionof OpenSourcepackagesonLinux � basedserversan
organisationcantakemoredirectcontroloverthemanagementof andaccessto its
own information,while cuttingcostsandreducingtheneedfor continualhardware
upgrades.

LOOK hasexperienceof supportingnetworksof well over100PCswith keyservices
providedby Linux servers.Largerserverscouldsupportnetworkswith thousandsof
desktops.We havesuccessfullymigratedservicesfrom NetWare,WindowsNT and
Unix servers.

LOOK operatesthehttp://www.linuxexamples.comwebsitewhich providesexamples
of configuringspecificapplicationsonLinux. SeeLOOK Systems'websiteat
http://www.looksystems.co.ukfor furtherdetailsaboutthecompany.Jim McKinnell
canbecontactedby emailto mailto:jim.mckinnell@looksystems.co.uk.
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Introduction
Thepurposeof thiswhite paperis to encouragethereaderto reviewtheir
organisation'scurrentandprospectiveuseof OpenSourcesoftware. ManyOpen
Sourcepackagesareincludedin thevariousdistributionsof Linux, suchasthosefrom
RedHat (http://www.redhat.com)andMandrake(http://www.linux� mandrake.com).

Thepaperis writtenby Jim McKinnell, TechnicalPartnerfor LOOK Systems.
LOOK providesexpertisein implementingLinux � basedsystems,whetherusing
existingapplicationsor developingbespokesystems.

LOOK wasformedin 1989to promoteandsupporttheuseof OpenSystems,in
particularUnix. Sincethattime LOOK hasprovidedconsultancy,software
development,networkimplementation,supportandtrainingservicesto a varietyof
organisationsincludinga racehorsetrainer,anNHStrustandaninternational
accountancyfirm.

A fundamentalphilosophyof OpenSystemsis a commitmentto publishedstandards.
Onesuchstandardis POSIXthePortableOperatingSystemInterfacepublishedby the
IEEE(http://standards.ieee.org). Thisstandarddevelopedfrom theUnix SystemV
InterfaceDefinition andtheLinux kernel“aims for POSIXcompliance”.

Linux (http://www.kernel.org) is theoperatingsystemkernelwhich offersUnix � like
facilities to higherlevel software.Linux distributionsoffer a wealthof software
applicationsderivedfrom a varietyof prestigiousorganisationsandprojects. Muchof
thissoftware,includingtheLinux kernel,is providedasOpenSource.Linux is not
ownedor managedby anyonecompanybut manycompaniessponsorLinux
International(http://www.li.org) to promoteLinux andsupportfurtherdevelopment.

OpenSourcesoftwareis freeto useandmaybefreeto embedandresellin
proprietaryapplications– seedetailsof theGNU GeneralPublicLicenseandthe
GNU LesserGeneralPublicLicenseat http://www.gnu.org/licenses, variousother
licencemodelsarealsoused.Widely usedOpenSourcepackagesarereliable � any
problemswith newreleasesarerapidlydiagnosedandfixed.

Thenextsectionprovidesa rationalefor theuseof OpenSourcesoftwarewith
subsequentsectionsdescribingeffectiveconfigurationsfor LOOK clientsandLOOK
itself. Finally aninterpretationof IT trendsleadsto a recommendationto reviewthe
roleof Linux in your IT strategynow.
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Why Open Source?
A key roleof computersis thestorageandinterchangeof information. An
organisationneedsanIT networkto underpininternalcommunicationsandenable
datacollectionandinformationsharing. IncreasinglyIT systemspresentan
organisation'sinterfaceto otherbusinessesandcustomers.

For this role to befulfilled standardsareneededdefininginterfaceswithin systems
andbetweensystems.EthernetandTCP/IParecrucialstandardsat thenetwork
infrastructurelevel. SQL is a commonstandardfor databaseaccess,althoughvendors
tendto includetheirown extensionsto theagreedstandard.

Proprietarysoftwaremayconformto publishedstandardsbutoftensignificantly
divergesfrom thosestandards,alternativelyit maydefinepoorlydocumented
standardsnotsharedby softwarefrom othersuppliers.This cavalierapproachto
standardsinhibits informationinterchange.

OpenSourcesoftwareseeksto bestandardscompliant,in specificcasesthis maybe
complianceto a defactoproprietarystandardto ensureinteroperability.The
developmentof theLinux kernelhasprovideda focusandlabelfor promotingopen
source.Howeverit owesits successto initiatives,suchastheGNU project(http:
//www.gnu.org), whichhadbeenpublishingopensourceor freesoftwarelong before
LinusTorvaldsstartedwork. TheOpenSourceInitiative (http://www.opensource.
org) wasformedin 1998to offer adefinitionof, andpromotethebenefitsof, open
sourcesoftware.

OpenSourcechallengeskey softwareproducerswhich areamongtheworld'stop
companiesby value,thuspotentiallydamagingasectionof theeconomy.However
thehistoryof thestockmarketis markedby theexplosiveriseandslowerfall backof
valuesin newtechnology.In Victorian timesnewrailwayswerecompletedin
remarkablyshorttimesandcouldshowsignificantreturnsfor shareholders.This
wealthgenerationwasshort� lived but railwayscontinueto benecessaryandeffective.
In somewaysthefilm industrydefinedthe20th centurywith periodicinnovationand
culturaladaptation.It hascertainlybeenoneof thebig moneybusinesses,
neverthelesslow budgetmoviescanbecomeclassics.

IT hasbeentheindustryin ascendancysincethemicroprocessorburstontothescene
in the1970's.Advancesin computerhardwarecontinuallyenablesoftwareto deliver
more. In somewayssoftwareis like rail trackswhile in othersit is morelike films.
Reliability anddependabilityarecrucially importantbut therewill alwaysberoomfor
innovationandspecialisation.TheWorld needsdependablecommonsoftware
providingthebasisfor theIT industryjust asrail operatorsneedwell 	 engineeredand
maintainedtracks. OpenSource,in particularLinux, canprovidethatfoundation.

Many IT companiesembracestandardisationandcontributeto therefinementof
existingstandardsandthedevelopmentof newones.Theymayalsodirectly
contributeto opensourcedevelopments:IBM is backingLinux with significant
investments,while SunMicrosystemshasinitiatedtheOpenOfficeproject
(http://www.openoffice.org)which providesanOpenSourceoffice automationsuite
with conformanceto theXML standard(http://www.XML.org).

Commonstandardsarenecessary.Whereopensourceis availableandmeets
particularneedsin line with publishedstandardsit makessensefor organisationsto
useit.
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Clients' Networks
LOOK hasprovidedconsultancy,networksupport,softwaredevelopmentand
trainingservicesfor over10 years.Eachyearmostcustomershaverenewedtheir
annualcontracts.

Overthis timeLOOK hashelpedclientsmigratefrom Windows3.1to Windows95
or WindowsNT desktopswhile a rangeof serverserviceshavebeensetup. Unix and
NetWarehavelargelygivenway to WindowsNT, with specificapplications
remainingonUnix.

LOOK hasbeenworkingwith Linux since1994andhasinstalledLinux servers(often
old PCs)asInternetgatewayssincethattime. Overthelast3 yearsLOOK has
promotedLinux asageneralpurposeserveroperatingsystem,supportingthemain
Windows
 basedoffice applications.

A Linux servercanbeintroducedatvery low cost– equipmentpreviouslyconsidered
redundantmayproveeffective,for examplea486or PentiumbasedPCwith 32Mb
RAM canbemorethanadequateasanInternetgateway/ firewall.

Installationsof Linux doneby LOOK arebasedon theRedHat distribution. A
numberof packagesareinstalledandconfiguredto providearangeof networkserver
services.

Samba(http://www.samba.org)providesfile andprint servicesandcanalsoactas
NetBIOSnameserverandlogonserver.

ThedhcpdDHCPdemonis usedto administernetworkIP addresseswhile theBIND
DNSserverprovidesdomainnameadministrationandresolution.Both of these
packagesaremaintainedby theInternetSoftwareConsortium(http://www.isc.org).

Sendmail(http://www.sendmail.org)is a mail transportagent. It providesmail
forwardingandfiltering servicesfor Internetemail. An IMAP4/POP3post� office
serversuchasthatfrom theUniversityof Washington(http://www.washington.
edu/imap)managesusers'mailboxes,providingaccessto messages.

Squid(http://www.squid� cache.org)is a webproxy cachefor connectionto and
filtering of Internetwebsites.

TheApacheHTTPserver(http://httpd.apache.org) is usedto supportinternaland
externalwebsites.

Thesepackagestogetherprovidethecorefacilities requiredof a networkserver. All
of theseservicescanmaintainusagelogsenablingmonitoringof activitiessuchas
webbrowsingandemail. Configurationdetailsaremaintainedin text files which can
readilybeputunderrevisioncontrol. In this way ahistoryof configurationchangesis
maintained.Also theRedHat PackageManager(http://rpm.redhat.com/RPM�
HOWTO) enableseasyandfoolproof applicationof softwareupgradesandversion
management.

Thesepackagesarereliableandoperateindependently.Problemswith oneservice
canbeaddressedor theservicereconfiguredwithoutanyinterruptionto theother
services.Also upgradesandpatchescanbeappliedwithout theneedto rebootthe
server.Furthermorethesoftwareis relativelyefficientandcanbedeployed
effectivelywith a relativelylow hardwarebudget.

LOOK hasbeensupportingLinux serversprovidingtheaboveservicesto networksof
over100PCsfor over3 years.
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LOOK's Internal Network
At LOOK Systems'officesin Gargrave,NorthYorkshire,our internalnetworkhas
severalLinux serversplusCompaqAlphaServersrunningTru64andaserverrunning
WindowsNT.

NT is usedlargelyin connectionwith SQL Serverwhich is usedby someclientsfor
applicationssupportedby LOOK. Oracleis usedfor thesamereason.

AlphaServersareusedto run theIngresRDBMS from ComputerAssociates
supportingapplicationsdevelopedandmaintainedby LOOK for a numberof clients.
Someof theOpenSourceservicesmentionedabove,suchasSamba,areoperatedon
CompaqTru64aswell ason Linux.

Ourmainserveris anIntel basedserverwith dual433MHzCeleronprocessors,
448MbRAM anda20GbIDE disk drive. Oneof theAlphaServersprovidesuserfile
spaceon an18GbSCSIdrive. A DDS� 3 DAT tapedrive is usedto backup from
multipleserversto a singletapedriveunderthecontrolof AMANDA (http://www.
amanda.org).

In additionto runningSamba,sendmail,squidandhttpdasabovetheserveralso
supportsup to 8 thin� clientsoperatingundertheLinux kernelandX terminalserver.
EachuserrunstheKDE desktopplusanemailclient andwebbrowseraswell asother
applicationssuchasStarOffice or softwaredevelopmenttools.

Email is managedusingtheCyrusimapd(http://asg.web.cmu.edu/cyrus) serverfrom
CarnegieMellon. Theimap(http://www.imap.org)protocolallowsmail to bestored
ona centralserverandaccessedfrom variousdifferentclientsusinga varietyof
interfaces.Sharedfoldersaresupportedaswell asindividuals'privatefolders.

TheserveralsorunstheZope(http://www.zope.org)webapplicationserverwhich is
usedto maintainour internalhomepage– a bulletinboardof newsandinternal
announcementsplusa menuof intranetservices.

Theintranetprovidesaccessto oursupportsystemor HelpDesklog, theECO
(engineeringchangeorder)systemfor developmentmanagement,CVS (http://www.
cvs.org)for sourcecodeanddocumentmanagement,aswell asacalendarof
individualactivities,andourclient database.ThesupportandECOsystemsare
maintainedvia web� basedinterfaceswith datastoredin a PostgreSQL(http://www.
postgresql.org)database.TheseapplicationsareimplementedusingPerlandPerlDBI
(http://www.perl.org), also“liblookdb”.

liblookdb is aC++ library thatprovidesaninterfaceto severalcommonDatabase
ManagementSystems(DBMS). It enablestheprogrammerto write applicationcode
thatcanbebuilt andrununchangedona varietyof platformsandagainstseveral
DBMS. LOOK Systsemspublishedthesourceof liblookdb atSourceForge(http:
//sourceforge.net), theworld'slargestOpenSourcedevelopmentwebsitewith over
28,000hostedprojects,on6th July 2001.

LOOK alsooperatestwo Linux communicationservers.Oneactsasgatewayto the
Internetvia anISDN connection.ISDN is alsousedfor dial� upaccessto someof our
clientsiteswhile modemsareusedto connectto others. In manycasesaccessis
seamlessfrom anydesktopor thin� clienton ournetworkto theserverat aclient
network. We alsouseVPN connectionsthusoptimisinguseof communicationlinks.

LOOK SystemsrunsonOpenSource.Proprietaryenvironmentsandapplicationsare
neededto maintainclients'applicationsandprovidesupportfor proprietarysoftware.
Specificfunctions,suchaspayroll,arealsohandledusingproprietarypackages.
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The Way Ahead
Throughoutthe1990'sthedevelopmentof softwareapplicationshasfocusedon the
pointandclick GUI andtheclient� servermodelofferedby PCsandLocalArea
Networks. More recentlyapplicationshavebegunto progressfrom thefat client, thin
servermodelto a moreflexible layeredmodelandthereis a trendfor useof browser
softwareto supporttheuserinterface. At thesametime moreprojectsareusing
ObjectOrientedProgrammingtechniquesandlanguagessuchasC++,Javaandnow
XML arechangingthedeveloper'stoolkit.

For thesedevelopmentsto besuccessfulandwidespreadgoodopenstandardswill be
essential.As applicationsarere� implementedor supersededusingtheseopen
standardsa wider rangeof platformswill besupported.Linux supportsthetoolsand
will increasinglysupporttheapplicationstoo.

Currentlythedeploymentof Linux ondesktopsis heldbackby theneedto run
specificapplicationswhicharenotcurrentlysupportedin this environment.However
for someorganisationsor applicationareasthiswill notbeahurdle. Thepotential
savingsin costsof hardware,softwareandsupportresultingfrom usingLinux where
appropriateshouldnotbeignored. Thesesavingsarenotalwayseasyto quantifybut
specificimplementationsof OpenSource,suchasthedecisionby theCentral
ScotlandPoliceto implementStarOfficesaving£250,000,havebeenjustified oncost
alone(http://crn.vnunet.com/News/1124456).

In thehigh endservermarketIBM hastakenup theLinux standardin direct
competitionwith Sun'sSolarisservers.Low costservervendors,suchasDell, offer
Linux asanalternativeto Microsoft'sWindows2000. Also somehomePCusersmay
shyawayfrom WindowsXP andturn to Linux.

Linux alreadymakessenseasa mainstreamserveroperatingsystemfor businesses.It
will notbelongbeforeit is aseriousoptionfor thedesktoptoo.

ContactLOOK Systemstodayto find out whatLinux andLOOK cando for your
organisation.

JimMcKinnell
TechnicalPartner
LOOK Systems
Tel: 01756749922
Fax:01756749933
Email: jim.mckinnell@looksystems.co.uk
Website:www.looksystems.co.uk
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