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A white paper by Jim McKinnell, Technical Partner, LOOK Systems

Executive Summary

Nearlyall businesseaselT. A commonsetof servicesncludingemail,intranetand
office automatiorareroutinelyprovided. In additiontheremay beapplications
specificto the businessvithout which the businesould not functioneffectively.

Do businessespenda disproportionatdéractionof the IT budgeton the basicsoftware
infrastructureandoffice tools,leavingtoo little for maintainingandenhancinghe
crucialapplicationsvhich may definecompetitiveadvantage?

This paperis aboutthe availability anddependabilityof free“OpenSource”software
which candelivera stableandreliablenetworkinfrastructurewith no softwarelicence
costsandreducedsupportcosts. MoreovermanyOpenSourcesoftwarepackages
implementpublishedndustrystandardsthusensuringnteroperabilityand
significantlyreducingthe redundancyandincompatibilitywhich arecommonly
associateavith softwareupgrades.Thesesoftwaresystemsarescalableandare
relevantto anindividual accountanbr a multi-nationalbank,a cornershopkeeperor
asupermarkethain.

Although,strictly speakingLinux is simply anoperatingsystemkernelprovidinga
platformfor softwareapplicationsLinux distributionsencompasa rangeof
applicationancludingbothopensourceandcommerciakoftware. Linux runson
handheldcomputersandiIBM mainframesaswell asintel-basedsystemsandother
processorssuchasCompadgAlphaServers.

LOOK Systemdasdevelopecdexpertisen Linux andarangeof OpenSource
packagegprovidingmanyof thecommonrequirement®f businesses$T networks.
Serverservicegncludefirewall, routing, web caching emailmanagementyeb
serverecommercaerver networklogon,file server print serveranddatabaseerver.
Linux canalsobe usedon thedesktopprovidinga graphicaldesktopemailclient,
webbrowserandoffice automatiorsuiteaswell asprovidinganenvironment
supportedy agrowing numberof commercialapplications.

Linux andUnix systemsarenotfrequentlytargetedoy virus attacks. Nevertheless
securitymanagemerdndthe applicationof patchedor key softwarecomponentss
critically important. LOOK monitorssuchrequirements&ndhasimplementedsimple
but effectiveantrvirus measure$or email.

Throughtheintroductionof OpenSourcepackage®n Linux-basedserversaan
organisatiorcantakemoredirectcontroloverthe managemenf andaccesdo its
own information,while cutting costsandreducingthe needfor continualhardware
upgrades.

LOOK hasexperiencef supportingnetworksof well over L00PCswith key services
providedby Linux servers.Largerserverscould supportnetworkswith thousandef
desktops.We havesuccessfullynigratedservicesrom NetWare WindowsNT and
Unix servers.

LOOK operateshehttp://www.linuxexamples.comwebsitewhich providesexamples
of configuringspecificapplicationson Linux. SeeLOOK Systemswebsiteat
http://www.looksystems.co.ur furtherdetailsaboutthe company. Jim McKinnell
canbe contactedy emailto mailto:jim.mckinnell@looksystems.co.uk
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Introduction

The purposeof thiswhite paperis to encouragehereadetrto reviewtheir
organisation'surrentandprospectivaiseof OpenSourcesoftware. Many Open
Sourcepackagesreincludedin thevariousdistributionsof Linux, suchasthosefrom
RedHat (http://www.redhat.comandMandrake(http://www.linuxmandrake.com)

Thepaperis written by Jim McKinnell, TechnicalPartnerfor LOOK Systems.
LOOK providesexpertisdn implementingLinux-basedsystemswhetherusing
existingapplicationsor developingoespokesystems.

LOOK wasformedin 1989to promoteandsupportthe useof OpenSystemsin
particularUnix. Sincethattime LOOK hasprovidedconsultancysoftware
developmenthetworkimplementationsupportandtrainingservicego a variety of
organisationsncludingaracehorsetrainer,an NHS trustandaninternational
accountancyirm.

A fundamentaphilosophyof OpenSystemss a commitmento publishedstandards.
Onesuchstandards POSIXthe PortableOperatingSysteminterfacepublishedoy the
IEEE (http://standards.ieee.grgThis standarddevelopedrom the Unix SystemV
InterfaceDefinition andthe Linux kernel“aims for POSIX compliance”.

Linux (http://www.kernel.oris the operatingsystemkernelwhich offers Unix-like
facilities to higherlevel software. Linux distributionsoffer awealthof software
applicationderivedfrom avariety of prestigiousorganisationsindprojects. Much of
this software,includingtheLinux kernel,is providedasOpenSource. Linux is not
ownedor managedy any onecompanybut manycompaniesponsoliLinux
International(http://www.li.org) to promoteLinux andsupportfurtherdevelopment.

OpenSourcesoftwareis freeto useandmaybe freeto embedandresellin
proprietaryapplications- seedetailsof the GNU GeneralPublicLicenseandthe
GNU LesserGeneraPublicLicenseat http://www.gnu.org/licensesvariousother
licencemodelsarealsoused. Widely usedOpenSourcepackagesirereliable- any
problemswith newreleasesrerapidly diagnosedndfixed.

Thenextsectionprovidesa rationalefor the useof OpenSourcesoftwarewith
subsequerdgectiondescribingeffectiveconfigurationdor LOOK clientsandLOOK
itself. Finally aninterpretatiorof IT trendsleadsto arecommendatioto reviewthe
role of Linux in yourIT strategynow.
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Why Open Source?

A keyrole of computerss the storageandinterchangef information. An
organisatiomeedsan|T networkto underpininternalcommunicationgndenable
datacollectionandinformationsharing. IncreasinglyiT systemgresenan
organisation'snterfaceto otherbusinesseandcustomers.

Forthisrole to befulfilled standardsireneededlefininginterfaceswithin systems
andbetweersystems.Ethernetand TCP/IParecrucialstandardsit the network
infrastructurdevel. SQL is acommonstandardor databasaccessalthoughvendors
tendto includetheir own extensiongo the agreedstandard.

Proprietarysoftwaremayconformto publishedstandard$ut oftensignificantly
divergedrom thosestandardsalternativelyit maydefinepoorly documented
standardsiot sharedoy softwarefrom othersuppliers. This cavalierapproactio
standardsnhibits informationinterchange.

OpenSourcesoftwareseekdo be standardg€ompliant,in specificcaseghis maybe
complianceto a defacto proprietarystandardo ensurdanteroperability. The
developmenof the Linux kernelhasprovideda focusandlabelfor promotingopen
source.Howeverit owesits succes$o initiatives, suchasthe GNU project(http:
[/Iwww.gnu.org) which hadbeenpublishingopensourceor free softwarelong before
Linus Torvaldsstartedwork. The OpenSourcelnitiative (http://www.opensource.
org) wasformedin 1998to offer adefinition of, andpromotethe benefitsof, open
sourcesoftware.

OpenSourcechallengegkey softwareproducersvhich areamongtheworld'stop
companiedy value,thuspotentiallydamaginga sectionof theeconomy. However
thehistory of the stockmarketis markedby the explosiverise andslowerfall backof
valuesin newtechnology. In Victorian timesnewrailwayswerecompletedn
remarkablyshorttimesandcouldshowsignificantreturnsfor shareholdersThis
wealthgeneratiorwasshortlived but railwayscontinueto be necessargndeffective.
In somewaysthefilm industrydefinedthe 20" centurywith periodicinnovationand
culturaladaptation.It hascertainlybeenoneof the big moneybusinesses,
nevertheleskw budgetmoviescanbecomeclassics.

IT hasbeentheindustryin ascendancgincethe microprocessoburstontothescene
in the1970's. Advancesdn computethardwarecontinuallyenablesoftwareto deliver
more. In somewayssoftwareis like rail trackswhile in othersit is morelike films.
Reliability anddependabilityarecrucially importantbut therewill alwaysberoomfor
innovationandspecialisation.The World needslependableommonsoftware
providingthe basisfor thelT industryjust asrail operatorseedwell-engineere@nd
maintainedracks. OpenSourcejn particularLinux, canprovidethatfoundation.

Many IT companieembracestandardisatioandcontributeto the refinemeniwof
existingstandardeindthe developmenof newones. Theymayalsodirectly
contributeto opensourcedevelopmentsBM is backingLinux with significant
investmentswhile SunMicrosystemdasinitiatedthe OpenOfficeproject
(http://www.openoffice.orgyvhich providesan OpenSourceoffice automatiorsuite
with conformanceo the XML standardhttp://www.XML.org).

CommonstandardarenecessaryWhereopensourceis availableandmeets
particularneedsn line with publishedstandardst makessensdor organisationso
useit.
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Clients' Networks

LOOK hasprovidedconsultancynetworksupport softwaredevelopmenand
trainingservicedor over10years. Eachyearmostcustomerdiaverenewedheir
annualcontracts.

Overthistime LOOK hashelpedclientsmigratefrom Windows3.1to Windows95
or WindowsNT desktopavhile arangeof serverserviceshavebeensetup. Unix and
NetWarehavelargely givenway to WindowsNT, with specificapplications
remainingon Unix.

LOOK hasbeenworking with Linux sincel1994andhasinstalledLinux servergqoften
old PCs)aslinternetgatewaysincethattime. Overthelast3 yearsLOOK has
promotedLinux asa generalpurposeserveroperatingsystemsupportinghe main
Windowsbasedbffice applications.

A Linux servercanbeintroducedatvery low cost— equipmenpreviouslyconsidered
redundanmay proveeffective,for examplea486 or PentiumbasedC with 32Mb
RAM canbemorethanadequat@sanInternetgateway firewall.

Installationsof Linux doneby LOOK arebasedn theRedHatdistribution. A
numberof packagesreinstalledandconfiguredto providearangeof networkserver
services.

Samba(http://www.samba.org)rovidesfile andprint servicesandcanalsoactas
NetBlIOSnameserveandlogonserver.

ThedhcpdDHCP demonis usedto administemetworklP addressewhile the BIND
DNS servermprovidesdomainnameadministratiorandresolution. Both of these
packagesremaintainedoy the InternetSoftwareConsortium(http://www.isc.org)

Sendmailhttp://www.sendmail.orgis a mail transportagent. It providesmail
forwardingandfiltering servicedor Internetemail. An IMAP4/POP3postoffice
serversuchasthatfrom the University of Washington http://www.washington.
edu/imap)ymanagesisersmailboxesprovidingaccesso messages.

Squid(http://www.squidcache.org)s awebproxy cachefor connectiorto and
filtering of Internetwebsites.

TheApacheHTTP server(http://httpd.apache.oygs usedto supportinternaland
externalwebsites.

Thesepackagesogethermrovidethecorefacilities requiredof a networkserver. All
of theseservicexanmaintainusagdogs enablingmonitoringof activitiessuchas
webbrowsingandemail. Configurationdetailsaremaintainedn textfiles which can
readilybe putunderrevisioncontrol. In thisway a history of configurationchangess
maintained.Also the RedHat PackageManager(http://rom.redhat.com/RPM
HOWTO) enablesasyandfoolproof applicationof softwareupgradesndversion
management.

Thesepackagesirereliableandoperatendependently Problemswith oneservice
canbeaddressedr the servicereconfiguredwvithoutanyinterruptionto the other
services.Also upgradesandpatchesanbe appliedwithout the needto rebootthe
server. Furthermordhesoftwareis relatively efficientandcanbedeployed
effectivelywith arelativelylow hardwarebudget.

LOOK hasbeensupportingLinux servergrovidingthe aboveservicego networksof
over100PCsfor over3years.
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LOOK's Internal Network

At LOOK Systemsbfficesin GargraveNorth Yorkshire,ourinternalnetworkhas
severalLinux serverplus CompadAlphaServersunningTru64 anda serverunning
WindowsNT.

NT is usedlargelyin connectiorwith SQL Serverwhichis usedby someclientsfor
applicationssupportedby LOOK. Oracleis usedfor thesamereason.

AlphaServerareusedto runthe IngresRDBMS from ComputerAssociates
supportingapplicationdevelopedandmaintainedy LOOK for a numberof clients.
Someof the OpenSourceservicesnentionedabove suchasSambaareoperatecn
CompagTru64aswell ason Linux.

Ourmainservers anintel-basedserverwith dual433MHz Celeronprocessors,
448MbRAM anda20GbIDE diskdrive. Oneof the AlphaServergrovidesuserfile
spaceon an18GbSCSildrive. A DDS-3 DAT tapedriveis usedto backup from
multiple servergo a singletapedrive underthe controlof AMANDA (http://www.

amanda.orq)

In additionto running Sambasendmail squidandhttpdasabovethe serveralso
supportaup to 8 thin-clientsoperatingunderthe Linux kernelandX terminalserver.
Eachuserrunsthe KDE desktopplusanemailclientandwebbrowseraswell asother
applicationssuchasStarOffice or softwaredevelopmentools.

Emailis managedisingthe Cyrusimapd(http://asg.web.cmu.edu/cyiuserverfrom
CarnegieMellon. Theimap (http://www.imap.org)rotocolallows mail to be stored
onacentralserverandaccesseffom variousdifferentclientsusinga variety of
interfaces.Sharedoldersaresupportecaswell asindividuals'privatefolders.

Theserveralsorunsthe Zope(http://www.zope.orgyebapplicationserverwhich is
usedto maintainourinternalhomepage- a bulletin boardof newsandinternal
announcementslusa menuof intranetservices.

Theintranetprovidesaccesgo our supportsystemor Help Desklog, the ECO
(engineeringchangeorder)systemfor developmenmanagementCVS (http://www.
cvs.org)for sourcecodeanddocumenimanagemengswell asa calendaiof
individual activities,andour client database The supportandECO systemsare
maintainedvia web-basednterfaceswith datastoredin a PostgreSQl(http://www.
postgresql.orgflatabase TheseapplicationsareimplementedisingPerlandPerlDBI
(http://www.perl.org) also“liblookdb”.

liblookdbis a C++ library thatprovidesaninterfaceto severacommonDatabase
Managemen8ystemgDBMS). It enableghe programmeto write applicationcode
thatcanbe built andrun unchangean a variety of platformsandagainstseveral
DBMS. LOOK Systsemgpublishedthe sourceof liblookdb at SourceForgéhttp:
Il[sourceforge.ngtthe world'slargestOpenSourcedevelopmentwebsitewith over
28,000hostedprojects,on 6™ July 2001.

LOOK alsooperateswo Linux communicatiorservers.Oneactsasgatewayto the
Internetvia anISDN connection.ISDN is alsousedfor dial-up acces$o someof our
clientsiteswhile modemsareusedto connecto others. In manycasesaccesss
seamlesfrom anydesktopor thin-clienton our networkto theserverataclient
network. We alsouseVPN connectionghusoptimisinguseof communicatiorinks.

LOOK Systemsunson OpenSource. Proprietaryenvironment@andapplicationsare
neededo maintainclients'applicationsandprovidesupportfor proprietarysoftware.
Specificfunctions,suchaspayroll, arealsohandledusingproprietarypackages.
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The Way Ahead

Throughouthe 1990'sthe developmenbf softwareapplicationshasfocusedon the
pointandclick GUI andthe client-servermodelofferedby PCsandLocal Area
Networks. More recentlyapplicationshavebegunto progresgrom thefat client, thin
servemmodelto a moreflexible layeredmodelandthereis atrendfor useof browser
softwareto supporthe userinterface. At the sametime moreprojectsareusing
ObjectOrientedProgrammingechniquesandlanguagesuchasC++, Javaandnow
XML arechanginghe developer'soolkit.

Forthesedevelopmentso be successfuandwidespreadjoodopenstandardsvill be
essential.As applicationsarere-implementedr supersededsingtheseopen
standards wider rangeof platformswill be supported.Linux supportghetoolsand
will increasinglysupportthe applicationgoo.

Currentlythedeploymenbf Linux on desktopss heldbackby the needto run
specificapplicationsvhich arenot currentlysupportedn this environment.However
for someorganisation®r applicationareaghiswill notbeahurdle. The potential
savingsn costsof hardware softwareandsupportresultingfrom usingLinux where
appropriateshouldnotbeignored. Thesesavingsarenot alwayseasyto quantify but
specificimplementation®f OpenSource suchasthe decisionby the Central
ScotlandPoliceto implementStarOfficesaving£250,000 havebeenjustified on cost
alone(http://crn.vnunet.com/News/1124456

In the high endservermarketIBM hastakenup theLinux standardn direct
competitionwith Sun'sSolarisservers.Low costservervendorssuchasDell, offer
Linux asanalternativeto Microsoft'sWindows2000. Also somehomePCusersmay
shyawayfrom WindowsXP andturnto Linux.

Linux alreadymakessenseasa mainstreanserveroperatingsystenfor businessesit
will notbelong beforeit is aseriousoptionfor thedesktoptoo.

ContactLOOK Systemgodayto find outwhatLinux andLOOK cando for your
organisation.

Jim McKinnell

TechnicalPartner

LOOK Systems

Tel: 01756749922

Fax:01756749933

Email: jim.mckinnell@looksystems.co.uk
Website:www.looksystems.co.uk
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